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Cyberspace Superiority
A Conceptual Model
Lt Col William D. Bryant, USAF

The Airman seeks air superiority; the Sailor, maritime superior-
ity. Does cyberspace superiority exist? Currently we have no 
clear consensus regarding that question. Some authors, such as 

RAND’s cyber expert Martin Libicki argue that “cybersupremacy is 
meaningless and, as such, is not a proper goal for operational cyber-
warriors.”1 The US Air Force disagrees, identifying cyberspace superi-
ority as a key concept. According to Air Force Doctrine Document 
(AFDD) 3-12, Cyberspace Operations, cyberspace superiority represents 
“the operational advantage in, through, and from cyberspace to con-
duct operations at a given time and in a given domain without prohibi-
tive interference.”2 Joint doctrine takes the middle ground. Joint Publi-
cation 1-02, Department of Defense Dictionary of Military and Associated 
Terms, includes definitions for air, maritime, and space superiority but 
not cyber superiority. To confuse the issue further, it notes that full-
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spectrum superiority is the “cumulative effect of dominance in the air, 
land, maritime, and space domains and information environment 
(which includes cyberspace).”3 Much of the confusion over cyberspace 
superiority stems from the difficulty of intuitively grasping what it 
looks like. This article seeks to overcome this difficulty by proposing a 
conceptual model of how cyberspace superiority works.

By its very nature, a model is not the thing itself and is significantly 
simplified to facilitate comprehension and analysis. However, to be 
useful, the model must have sufficient fidelity, and any proposed 
model in strategy must account for the dynamic nature of strategy 
whereby “the enemy gets a vote” and both sides make decisions in re-
sponse to each other. Carl von Clausewitz captured this interaction in 
his analogy of two struggling wrestlers, each attempting to throw the 
other.4 The model must do the same.

We must also note that the cyberspace superiority discussed here 
has to do with conflicts between nation-states. Although “hacktivists” 
and cyber criminals utilize some of the same tools and techniques as 
nation-state attackers, they have fundamentally different objectives, 
and their operations are not “the continuation of politics by different 
means.”5 In nation-state conflict, cyberspace is generally considered a 
global common, much like the sea, and its normal state is not to be 
commanded or controlled by any party.6

Cyberspace superiority is not an end in itself; winning the battle for 
such superiority does not necessarily equate to winning the overall 
conflict—but it certainly makes it easier. Combatants will not feel the 
most important effects of cyberspace superiority in cyberspace but in 
the other war-fighting domains. Those who operate in the land, air, 
maritime, and space domains rely heavily on cyberspace to carry out 
their missions, and a modern military would have considerable diffi-
culty operating effectively without its information systems. To convey 
what cyberspace superiority means and how control of cyberspace can 
produce desired effects in other domains, the article builds a model re-
flecting the production of superiority in the air domain.
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A Model of Domain Control
Because of the difficulty of comprehending something not purely 

physical, such as cyberspace, we begin by building a model of domain 
control in a more familiar environment (fig. 1). Specifically, the literature 
includes a great deal of discussion about air superiority, and one can ex-
amine numerous wars and case studies to determine the characteristics, 
elements, and interactions pertaining to the air domain. Notably, the 
model developed here deals only with “means” (what produces superior-
ity in the domain) and “ways” (what those means can do both in and out 
of the domain). The means are the tools, and the ways are what can be 
done with those tools. The model remains silent regarding how those 
ways may or may not contribute to the overall ends of the strategy.

GDP - gross domestic product
ISR - intelligence, surveillance, and reconnaissance
RPV - remotely piloted vehicle
UAS - unmanned aircraft system
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Figure 1. The means and ways of air superiority
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A nation’s sources of strength, such as industry and population, pro-
duce its airpower means (e.g., fighters, bombers, and tankers). The 
country then uses these means against an enemy to generate the air-
power ways—the things that airpower can do—such as conduct strate-
gic attack or support ground forces. However, as Clausewitz observed, 
“In war, the will is directed at an animate object that reacts” (emphasis 
in original).7 The enemy will not sit idly by during an attack but will 
try to prevent the opponent from utilizing his means. Figure 2 depicts 
some of the more common ways an enemy can employ to block air-
power.
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Figure 2. The means and ways of air superiority with adversary blocking
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However, the dynamic nature of strategy, in which every action gen-
erates a reaction from the enemy, has not yet concluded. The initiator 
of the action can also react to the enemy’s action by bringing into play 
a number of well-known and potentially effective measures. Figure 3, 
the complete model of air superiority, illustrates some of the attacker’s 
potential mitigation strategies.

DCA/Friendly IADS

Information Operations/ROEs

Sources of Strength

• Industry

• GDP/Economy

• Education Level

• Population

• Allies/Partners

• Bases/Basing
 Agreements

• Logistics
 Capabilities

Means

• Fighter
• Bomber
• ISR
• UAS/RPV
• Transport
• Tankers
• Support from
 Cyber
• Support from
 Maritime
• Support from
 Ground Forces

Ways

Strategic
Attack

ISR

Prevention
of Enemy
Airpower

Logistics
Support

Support
to Ground

Forces

Support
to Maritime

Forces

Support
to Information

Forces

Support
to Space

Forces

Support
to Cyber

Forces
DEAD - destruction of enemy air defenses
ROEs - rules of engagement
SEAD - suppression of enemy air defenses

D
is

ru
pt

io
n 

of
 O

ffe
ns

iv
e 

Ca
pa

bi
lit

ie
s 

(O
CA

/T
BM

s/
SO

F)

IA
D

S 
(S

A
M

s/
A

A
A

/D
CA

)

In
fo

rm
at

io
n 

O
pe

ra
tio

ns
/L

aw
fa

re

D
en

ia
l a

nd
 D

ec
ep

tio
n 

(C
am

ou
fla

ge
/D

ec
oy

s)

ISR/Targeting Sensors

SEAD/DEAD

Figure 3. Air superiority model

Of course, reactions to reactions may go on ad infinitum, but moving 
only two levels up is sufficient to make the dynamic nature of the con-
test apparent. The model shows elements the initiator needs to 
strengthen, options the enemy has to block him, and choices for weak-
ening those blocks along with the ways available to the initiator. All of 
this is relatively uncontroversial in the air domain, but the unique 
characteristics of the cyber domain lead to very different elements in 
the model.
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Unique Characteristics of the Cyberspace Domain
Building a model of cyberspace superiority requires accounting for 

the distinctive characteristics of the cyberspace domain. Because the 
domain is man-made (the first characteristic), its geography is always 
subject to change by the combatants or third parties. Gregory Rattray, 
author of Strategic Warfare in Cyberspace, remarks that “cyberspace is 
unique in that the interactions are governed by hardware and software 
that is manmade, so the ‘geography’ of cyberspace is much more mu-
table than other environments. Mountains and oceans are hard to 
move, but portions of cyberspace can be turned on and off with the 
flick of a switch; they can be created or ‘moved’ by insertion of new 
coded instructions in a router or switch.”8 This mutability goes beyond 
the ability to move “geographical” features; we can also copy the riv-
ers, mountains, and oceans of cyberspace; store them at will; and rein-
sert them later if the need arises. As data-storage costs continue to 
plummet, it becomes ever more practical for combatants to have mul-
tiple copies of everything. Libicki maintains that since cyberspace is 
replicable, it is also repairable—a notion that has significant implica-
tions for the persistence of effects in cyberspace.9

As is the case with the air and maritime domains, combatants access 
cyberspace via technology but at far less cost. The ports and ships of 
the maritime domain as well as the aircraft and airfields of the air do-
main demand an immense expenditure of resources generally available 
only to nation-states. In contrast, the port or airfield of cyberspace is as 
close as the nearest Internet service provider or Internet café, and the 
delivery vehicle for an attack can be a simple laptop purchased nearly 
anywhere for less than $500. Significant capability can prove extremely 
resource intensive and take years to develop, but the initial cost of en-
try remains quite low. Furthermore, the resources necessary for suc-
cess ordinarily take the form of highly trained and competent person-
nel as opposed to major expenditures in infrastructure and equipment.

We must also recognize that control of cyberspace is unlikely to win 
the war by itself. Although the uncertainty generated by the enemy’s 
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knowledge that the opponent can manipulate his information systems 
can be important, it probably won’t make him give up the objectives 
he was willing to fight for in the first place. Possession of land can 
prove significant—possession of cyberspace less so. However, cyber-
space superiority allows us to do things with the information resident 
in cyberspace and to produce effects in other domains through cyber-
space. For example, the fact that an enemy can access a US logistics 
system is noteworthy because he could obtain information that shows 
where forces are going and could manipulate the system to make 
those forces less effective in other domains by reducing their supplies. 
The fact that an adversary has hacked into the control system of a 
power plant has significance because of the effect he could generate in 
other domains by affecting the power plant through cyberspace.

Another characteristic of cyberspace, the asymmetry between of-
fense and defense, also applies to some extent in the air domain since 
an asymmetry exists between offensive airpower and ground-based de-
fenses in modern air combat. A modern integrated air defense system 
utilizes surface-to-air missiles, antiaircraft artillery, fighters, and sur-
veillance assets integrated with command and control. With the excep-
tion of multirole fighters, these defenses cannot perform offensive 
missions into enemy territory; they can only target incoming aircraft. 
A similar asymmetry exists between the defense and offense in cyber-
space, where defensive and offensive systems are neither similar nor 
interchangeable. This asymmetry contrasts the situation in sea war-
fare, in which a destroyer can operate either offensively or defen-
sively, much like a tank or an infantryman. A firewall and a worm, im-
portant elements of cyberspace, are fundamentally different and no 
more interchangeable than a Patriot missile and a B-52.

Because they rely on deception for access, cyberspace weapons are 
extremely frangible. Like glass swords, they can be sharp and lethal 
but may break on the first swing. Upon recognizing an enemy exploit, 
the defender will engineer patches to stop further attacks that use the 
same opening. Additionally, like glass swords, cyberspace weapons are 



November–December 2013 Air & Space Power Journal | 32

Bryant Cyberspace Superiority

Feature

difficult to detect. Cyberspace offensives that utilize unknown, exploit-
able flaws are referred to as “zero day” attacks because the timer on 
the vulnerability starts at zero when the first strike occurs and then 
rises in increments as software engineers scramble to develop a patch. 
Defenders unaware of the specific vulnerability rely on systems that 
look for generic signatures—often with only moderate success. Thus 
they consider zero-day exploits important and guard against them 
carefully after discovery. Given these characteristics, we can now 
build a model of cyberspace superiority.

Cyberspace Superiority Model
Employing some concepts from the other domains as well as the 

characteristics of cyberspace, figure 4 presents the means and ways of 
cyberspace.
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Figure 4. The means and ways of cyberspace superiority
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Cyber Means

A nation’s cyberspace sources of strength produce the capabilities or 
means currently available in cyberspace. By means of social engineer-
ing, the attacker convinces users to unknowingly take some action that 
lets him into the system. He can also develop software “Trojan horses” 
or strike an enemy supply chain where some sort of access port or ca-
pability is manufactured into either the software or hardware used by 
the defender. Additionally, the enemy may utilize denial-of-service at-
tacks, overwhelming a defender’s systems with so many false requests 
for information that they cannot function effectively. He may physi-
cally take apart an information system by some kinetic means, 
whether a Joint Direct Attack Munition dropped by a fighter or a pack 
of C4 plastic explosive delivered by a special operator. Cross-domain 
effects can proceed both from the physical world to cyberspace and 
vice versa. Discovered software flaws are the “crown jewels” of any at-
tacker’s arsenal because they allow him to develop specific strikes to 
gain access and carry out his intent. Such flaws are useful in inverse 
relation to the information technology community’s familiarity with 
them. Generally, defenders can quickly produce a patch for a widely 
known problem and begin to close the attacker’s window of opportu-
nity. It normally does not close completely since many users and sys-
tem administrators fail to patch their systems properly, but conducting 
an attack becomes much more challenging.

A special category of cyber attacks targets Supervisory Control and 
Data Acquisition systems, which operate infrastructure such as power 
plants, dams, water-treatment facilities, and so forth. Alarmists usually 
cite these systems when they want to make apocalyptic predictions of 
cyberspace attacks to generate funding from Congress. In theory, such 
a strike could shut down almost any modern system. Depending on 
the specific system under attack, sometimes an adversary can do far 
more damage than he can by simply turning something off that the de-
fender can immediately turn on again. For example the Stuxnet worm, 
which can carry out a very sophisticated assault on a control system, 
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allegedly caused the physical destruction of components while report-
ing that all was well to the system’s engineers.10 Further, code and 
password cracking can facilitate entry or retrieve information, and 
wireless networks provide another potential port of entry for attack-
ers—even into “air-gapped” systems (those not directly plugged into 
the broader Internet).

Cyber Ways

These means can accomplish a number of different ways in pursuit of 
strategic end states. First, an attacker can use them in strategic infor-
mation warfare, during which a nation uses cyberspace to directly at-
tack centers of gravity. According to Maj Eric Trias and Capt Bryan 
Bell, “The goal of strategic attack is to apply force systematically 
against enemy centers of gravity in order to produce the greatest effect 
for the least cost in dollars and lives.”11 Just as bombers strike a city to 
punish civilians and convince them to pressure their government to 
change its policy, so would a cyberspace attack inhibit or destroy the 
infrastructure of a city in an attempt to produce the same effect.

The majority of cyberspace intrusions by nation-states during peace-
time appear focused on intelligence gathering and cyber espionage, 
which also has great importance during a conflict. Examples include 
breaking into an enemy’s system to read his war plans or check on the 
readiness of his forces or capabilities.

Attackers can choose to launch their assaults against enemy logistics 
systems. Modern militaries rely on their information systems for logis-
tical support; because multiple users in various locations must access 
these systems, they are often on unclassified networks and open to at-
tack. Misdirection that sends supplies to the wrong places, changes in-
ventory information, or alters timetables could have a tremendous im-
pact on a campaign, particularly if the enemy relies heavily upon 
moving large numbers of forces a great distance in a short period of 
time. Obviously, the United States is especially vulnerable in this area.
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Reducing the enemy’s access to information will lessen the effective-
ness of his forces. A more subtle approach involves misdirecting him 
and shaping his actions by altering his picture of what is happening 
around him. This technique can include false information, but the 
availability of multiple sources of data can hinder its success. Such an 
approach generally works best when it reinforces something the en-
emy is inclined to believe anyway—witness the operation to convince 
Hitler that the Allies would land at Calais, not Normandy. Rather than 
use false data, these attacks can employ technically true information 
to build a misleading picture. The attacker seeks to shape the decision 
space around the enemy to make him more likely to do something he 
wants him to do.

Cyberspace also provides critical support to all of the other war-
fighting domains.12 For instance, a cyberspace attack could fool an en-
emy’s integrated air defense system into not seeing an airborne strike 
package or could disable his space jamming system. As is the case 
with airpower, though, the enemy probably will not endure these ac-
tions passively but will try to block them (fig. 5).
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Figure 5. The means and ways of cyberspace superiority with defensive blocks
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Cyber Defensive Blocks

Defenders can utilize a number of methods to protect themselves from 
cyberspace attacks. One of the most common entails preventing unau-
thorized access by installing firewalls, intrusion detection, and authen-
tication systems. Closing known vulnerabilities is also critical since 
many systems do not have the latest patches.

Users are the bane of system administrators the world over, and 
many attacks rely on finding individuals who can be tricked into doing 
something that they should not. Because most users have only a rudi-
mentary knowledge of computer security, the time and money spent 
on training them can produce a significant payoff.

Systems administrators can also decrease the risk posed by users by 
increasing restrictions and controls, but reducing connectivity can 
come at a substantial cost. Information systems exist to process and 
share information; if overzealous administrators can be convinced to 
shut off systems from the outside world, they may give the attacker ex-
actly what he wants because such an action significantly reduces capa-
bility. Defenders must find the right balance between access and secu-
rity so that they can avoid doing the attacker’s work for him.

Moreover, defenders can air-gap (disconnect) systems from direct ac-
cess to the Internet—an appropriate action for highly sensitive and 
critical systems such as those associated with nuclear weapons. Air-
gapping offers no guarantee against attack, however, since a clever ad-
versary may find other methods of access. Options include physical 
access to the system, enabled wireless-networking capabilities, and 
mistakes by users who inadvertently connect the air-gapped system 
into the wider Internet.

A system may also continue to use the backbone of the Internet 
while relying on encryption to keep information out of unfriendly 
hands. The use of passwords is standard practice now on most systems 
as a means of denying attackers access to them. Furthermore, if imple-
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mented properly, biometric identification or token identification such 
as common access cards can help keep intruders out of systems.

A final way of blocking attackers makes use of backups and resil-
iency. Despite the media attention given to major worms such as Me-
lissa or Slammer, most information technology operations recovered 
fully in a couple of days.13 An attacker who penetrates all defenses and 
completely erases the data in a logistics system can cause severe prob-
lems for defenders. If the latter have a backup on removable media 
that the attacker did not know about or could not access and if they 
can have the system up and running in a day, then the effects of the 
strike may prove minimal. The completed cyberspace superiority 
model illustrates several methods that the attacker can use to reduce 
the effectiveness of these attempted blocks (fig. 6).
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Figure 6. Cyberspace superiority model
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Cyber Attackers’ Counters to Defensive Blocks

If the enemy carefully examines the defender’s training program, he 
can refine his social engineering to focus on methods not covered in 
the training or on those similar to training examples deemed accept-
able. Just one user making a mistake can open a window of opportu-
nity. Adversaries can use non-Internet-based attacks to access air-
gapped systems—perhaps by way of a wireless modem inadvertently 
left out or turned on, insertion of malicious code in the defender’s sup-
ply chain, or physical access to the system through espionage or spe-
cial operations. Moreover, code and password cracking can defeat en-
cryption, particularly if a clever attacker finds a technique to access 
the encryption keys so that he does not have to resort to brute force. 
Finally, an adversary can use simultaneous strikes to go after backup 
as well as primary systems to prevent easy copying of data as a means 
of protection. Although Internet hoaxes about viruses that can melt 
computers into a puddle of goo are overstated, it may be possible to at-
tack the hardware itself and thus increase the amount of time neces-
sary to recover functionality.

This model will not remain static; rather, it will change with newly 
developed techniques and procedures. As with the airpower model, 
new technology will produce new capabilities for both the offense and 
defense. Each side maneuvers in relation to what the other does, and 
Clausewitz’s wrestling match will continue.

Measurement of Cyberspace Superiority
Testing of the proposed model requires specific metrics, such as 

those developed by US Joint Forces Command (fig. 7). In the figure, 
the lower levels feed into the higher ones, and it is important to note 
the possibility of multiple indicators for each measure of effectiveness 
(MOE), multiple MOEs for each effect, and multiple effects for each 
objective. Further, depending on the situation, there may be only one 
effect per objective, and so forth.
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• Objective Goals to achieve

De�nitions and Relationships

–  Objective: Establish a stable and secure environment

• E�ect Behaviors/capabilities to create
–  E�ect: Host-nation government provides basic human services

• Measure of E�ectiveness Progress toward/away
–  MOE: Increase/decrease in the availability of electricity in key urban areas

• Indicators What is measured
–  Indicator: Average daily hours of electricity in key urban areas

• Criteria The metric
–  Criteria: Green = 16 hours–16 hours +; Amber = 8–15 hours; Red = <8 hours

Figure 7. Effects component summary. (Adapted from Department of Defense, US 
Joint Forces Command, “Tactics, Techniques, and Procedures: Assessment of Joint 
Operations,” 10 March 2008, I-6, fig. I-3.)

Cyberspace superiority will be local and transient. In accordance 
with the definition in AFDD 3-12, mentioned previously, when a 
friendly force can “conduct operations at a given time and in a given 
domain without prohibitive interference,” it has attained cyberspace 
superiority. Such superiority is not global and comprehensive; it is rel-
ative to what the attacker in a conflict attempts to accomplish. In the 
cyberspace model suggested in figure 6, the objective or goal is the 
way that the attacker seeks. For example, an adversary might want to 
reduce his enemy’s logistical capability by producing the desired effect 
of immobilizing the enemy’s armored forces due to a lack of supplies. 
The attacker’s corresponding MOE could involve a change in the sup-
ply status of enemy armored divisions, indicated by the level of supply 
possessed by specific divisions in the regular categories of supply. The 
following could serve as a metric for an attacker: for a specific enemy 
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division, green represents fuel reserves of 24 hours or fewer; amber, 
24–72 hours; and red, more than 72 hours.

The cyber component in the above example could entail a concen-
trated attack on the enemy’s computerized logistical system to misdi-
rect fuel away from the divisions that the attacker intends to engage. 
This overly simplistic example illustrates several important issues with 
measuring cyberspace superiority. First, an attacker probably would 
not rely solely on cyberspace strikes to decrease the enemy’s fuel sup-
ply but use other kinetic means as well. The fact that the armored di-
vision is out of fuel does not mean that cyberspace operations are re-
sponsible. Perhaps the attacker also wrecked bridges, hit fuel dumps, 
and destroyed the defender’s fuel trucks. Since combat situations are 
not repeatable, it is not possible to run a campaign, note the outcome, 
and then reset and conduct the same campaign again without utilizing 
cyberspace attacks to determine whether a difference exists.

Applying the Model
The cyber attack on Aramco, which occurred in 2012, offers an ex-

ample of how we can apply this model to a real case. Some of the de-
tails remain murky and highly classified by the various governments 
involved, but open-source literature includes sufficient information to 
justify an examination of this incident. According to the New York 
Times, the attackers—who claimed to belong to an activist group called 
the Cutting Sword of Justice—were attempting to shut down Aramco’s 
production of oil and natural gas.14 US intelligence officials, however, 
maintain that Iran orchestrated the attack in retaliation for the Stuxnet 
attack on its nuclear program.15 In the cyberspace superiority model, 
the attacker’s way involved the use of strategic information warfare 
and cyberspace attack to directly affect a physical target. Evidently, 
the selected means called for social engineering and a “spear phishing” 
attack.16
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More specifically, the attacker sought to shut down Aramco’s produc-
tion of oil and natural gas and wished to produce the desired effect of 
halting its production. The MOE was a change in that production, indi-
cated by the amount of oil and natural gas produced by Aramco. Al-
though we do not know the attacker’s criteria, we can use the follow-
ing example: less than 50 percent production = green, 50–75 percent 
= amber, and 75–100 percent = red. In this case, it is easy to deter-
mine whether or not the attacker attained cyberspace superiority be-
cause despite affecting 30,000 computers, the strike did not reduce 
production at all.17 By utilizing the cyberspace superiority model, we 
can clearly see why the attack proved unsuccessful. Specifically, be-
cause Aramco segregated its office computers from those that con-
trolled oil and gas production, the attack could not get past the air gap. 
Figure 8 illustrates the elements of the Aramco cyber attack and the 
successful block.
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Figure 8. Aramco cyber-attack elements of the cyberspace superiority model
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In this case, a successful defense prevented the attacker from attain-
ing cyberspace superiority. This is not to say that the strike accom-
plished nothing at all; indeed, it inflicted a tremendous amount of 
damage on Aramco’s systems and increased uncertainty in the Middle 
East. However, the attacker did not realize his stated goal of shutting 
down the production of oil and gas and thus could not execute opera-
tions in cyberspace without prohibitive interference.

Conclusion
This proposed model can be used to analyze cyber attacks, defenses, 

and the interactions between the two across multiple different types of 
cyber assaults. Though useful, without careful application, the model 
could become merely a backwards-looking measurement that includes 
elements of battle damage assessment and lessons learned. What we 
did yesterday is important—but mostly as a jumping-off point to assess 
what we can do tomorrow. Commanders want to know how much cy-
ber superiority they have today, whether it is enough to do what they 
need to do tomorrow, and, if not, how they can get more. The pro-
posed model can help answer these questions if we apply it deliber-
ately in a forward-looking manner. If an air gap blocked yesterday’s at-
tacks, what can we do to find a way around that obstacle? If today’s 
attack succeeded but the avenue became compromised and the de-
fender has now closed it, do we have another path for tomorrow’s at-
tack? We must also add up the results across multiple objectives. If a 
commander has eight missions to carry out but expects success in two 
of them, that is not cyberspace superiority because the enemy is pro-
ducing prohibitive interference. The model offers a structured way to 
think about superiority in the cyber domain that can help identify op-
portunities and risks which enable cyber warriors to better posture 
themselves for success.

War gamers can also use it as a template in both gaming and exer-
cises to model the environment, as can commanders interested in 
looking at the defensive end of the model. Although this article em-
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phasized cyber attack, defenders can just as easily apply the model to 
look at their plans to determine where they could strengthen them, al-
ways bearing in mind that the enemy will meet every action with a re-
action.

The real utility in the proposed model is not that it will inform de-
fenders that they need firewalls or alert attackers to software flaws. Ev-
eryone already has a good grasp of these concepts. Not as well under-
stood, however, are the dynamic interactions between the various 
elements of cyberspace attack and defense. Clausewitz’s wrestling 
match continues into cyberspace. This is where the proposed model 
has the most utility, and even though it will undoubtedly require re-
finement over time, it offers a useful framework for understanding the 
dynamics of cyberspace superiority. 
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